
 

  

TECHNOLOGY HEALTH CHECK 
Technology, Security, and Operational Assessment 

Abstract 
This report provides an independent assessment of Gazelle Behavioral Health Group’s 
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Executive Summary 
This assessment evaluated the technology environment of Gazelle Behavioral Health Group, a 
multi-site organization supporting approximately 75 users across three locations. The review 
covered infrastructure, cybersecurity, operations, vendor management, data protection, and 
overall strategic alignment of IT with business objectives. 

Overall, the organization’s technology environment is functional but operating with elevated risk 
and limited strategic direction. Core systems are stable enough to support day-to-day 
operations; however, several foundational gaps—particularly in security, backup validation, 
governance, and network design—reduce resilience and increase exposure to operational 
disruption, cyber threats, and unnecessary cost. 

 

Overall Assessment 

• Technology Health: Needs Improvement  

• IT Maturity Level: 2.4 / 5.0  

• Risk Posture: Moderate to High  

The current environment reflects organic growth over time rather than intentional design. While 
this is common in organizations of similar size, it results in a reactive operating model where 
issues are addressed as they arise rather than prevented through structured planning and 
oversight. 

 

Key Strengths 

The organization has several positive elements that provide a solid foundation for improvement: 

• Core business systems, including the electronic health record (EHR) platform and 
Microsoft 365, are stable and widely adopted  

• Day-to-day operations are generally uninterrupted, with no recent history of major outages  

• An external managed service provider (MSP) is in place to support ongoing technical needs  

• Staff are able to effectively utilize available tools to perform their responsibilities  

These strengths indicate that the organization is not starting from a deficit, but rather from a 
position where targeted improvements can yield meaningful results quickly. 
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Key Risks 

The assessment identified several high-priority risks that warrant immediate attention: 

• Incomplete Multi-Factor Authentication (MFA) Enforcement 
MFA is not consistently applied across all users and systems, significantly increasing the 
risk of account compromise and unauthorized access.  

• Unvalidated Backup and Recovery Processes 
While backups are configured, there is no regular testing to confirm successful data 
restoration, creating uncertainty in the event of a failure or ransomware incident.  

• Flat Network Architecture 
The absence of network segmentation increases the likelihood that a security incident 
could spread laterally across systems and locations.  

• Lack of IT Governance and Strategic Direction 
There is no formal IT roadmap, governance structure, or performance reporting, resulting in 
reactive decision-making and limited visibility into technology effectiveness.  

• Limited Vendor Oversight and Cost Control 
Vendor relationships, licensing, and renewals are not centrally managed, leading to 
potential inefficiencies, duplication of tools, and avoidable costs.  

 

Business Impact 

If not addressed, these conditions are likely to result in: 

• Increased likelihood of cybersecurity incidents, including account compromise or data 
exposure  

• Extended downtime or data loss in the event of system failure due to untested recovery 
processes  

• Higher operational costs driven by redundant tools and unmanaged vendor contracts  

• Reduced ability to scale technology effectively as the organization grows  

• Continued reliance on reactive support rather than proactive management  

Collectively, these factors limit the organization’s ability to operate efficiently, securely, and with 
confidence in its technology environment. 
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Priority Recommendations 

The following actions are recommended as immediate priorities: 

• Enforce multi-factor authentication across all users and systems  

• Implement and validate a formal backup testing process on a recurring basis  

• Review and secure administrative access and privileged accounts  

• Establish a centralized inventory of systems, vendors, and licenses  

• Introduce endpoint monitoring and threat detection capabilities  

These actions focus on reducing the most significant risks while establishing greater visibility and 
control. 

 

90-Day Focus 

A phased approach is recommended to stabilize and improve the environment: 

• 0–30 Days: Address critical security and data protection risks, including MFA enforcement 
and backup validation  

• 31–60 Days: Improve operational structure through monitoring, documentation, and 
vendor consolidation  

• 61–90 Days: Establish strategic direction through roadmap development, lifecycle 
planning, and governance practices  

 

Recommended Next Step 

To ensure effective execution of these improvements, the organization should consider 
establishing structured IT leadership and oversight. This may include guided execution alongside 
existing support resources or the introduction of ongoing strategic IT leadership to provide 
direction, accountability, and long-term planning. 

 

 

 

Summary 
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Gazelle Behavioral Health Group has a stable operational foundation, but the current 
environment lacks the structure and controls required to manage risk effectively and support 
future growth. With focused improvements in security, governance, and operational maturity, the 
organization can significantly strengthen its technology posture, reduce cost, and position itself 
for scalable success. 
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Methodology 
Overview 

This assessment was conducted using a structured, risk-based methodology designed to evaluate 
the organization’s technology environment across key domains, including infrastructure, 
cybersecurity, operations, vendor management, data protection, and strategic alignment. 

The objective of this methodology is to provide a holistic, business-focused evaluation of the 
current state of technology, identify areas of risk and inefficiency, and develop practical, 
prioritized recommendations aligned with organizational goals. 

 

Assessment Framework 

The evaluation approach was informed by widely accepted industry standards and best practices, 
including: 

• National Institute of Standards and Technology Cybersecurity Framework (CSF) — for 
identifying, protecting, detecting, responding to, and recovering from cybersecurity risks  

• Center for Internet Security Critical Security Controls (v8) — for prioritizing foundational 
security controls  

• Information Technology Infrastructure Library (ITIL) — for evaluating service 
management and operational processes  

• General industry best practices for small to mid-sized organizations in regulated and 
service-based environments  

These frameworks were not applied as strict compliance audits, but rather as guiding structures 
to benchmark the organization’s maturity and identify gaps relative to accepted standards. 
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Scope of Assessment 

The assessment included a review of the following domains: 

• IT governance and strategic alignment  

• Infrastructure and systems architecture  

• Network and connectivity  

• Cybersecurity controls and risk posture  

• Data protection and disaster recovery  

• End-user environment and device management  

• IT operations and service delivery  

• Vendor management and financial oversight  

• Documentation and knowledge management  

• Monitoring, reporting, and visibility  

The scope was designed to provide a comprehensive view of both technical and operational 
aspects of the IT environment. 
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Information Gathering Approach 

Data was collected using a combination of the following methods: 

Stakeholder Interviews 

Discussions were conducted with key personnel to understand: 

• Business operations and technology dependencies  

• Current pain points and recurring issues  

• Perceived risks and priorities  

• Existing processes and responsibilities  

System and Configuration Review 

A targeted review of systems and configurations was performed, including: 

• Identity and access management settings (e.g., MFA enforcement)  

• Endpoint protection and patching status  

• Backup configurations and retention policies  

• Network architecture and firewall configurations (where available)  

Documentation and Artifact Review 

Available documentation and artifacts were reviewed to assess completeness and accuracy, 
including: 

• Network diagrams (if available)  

• System inventories  

• Vendor contracts and licensing information  

• Helpdesk or ticketing data (where accessible)  

Operational Observations 

Observations were made regarding: 

• Day-to-day IT operations  

• Support workflows and escalation paths  

• Level of standardization and consistency across environments  
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Assessment Approach 

The assessment followed a current state → risk → impact → recommendation model: 

1. Current State Analysis 
Identification of how systems, processes, and controls are currently implemented  

2. Gap Identification 
Comparison against best practices to identify deficiencies or inconsistencies  

3. Risk Evaluation 
Assessment of the likelihood and potential impact of identified gaps  

4. Business Impact Alignment 
Translation of technical findings into operational, financial, and strategic implications  

5. Recommendation Development 
Creation of practical, prioritized actions designed to reduce risk and improve performance  

 

Risk Rating Methodology 

Findings were categorized based on a combination of likelihood and impact: 

• Critical — High likelihood and high impact; requires immediate action  

• High — Significant risk; should be addressed in the near term  

• Medium — Moderate risk; should be planned and addressed over time  

• Low — Minimal risk; improvement opportunity but not urgent  

This approach ensures that recommendations are prioritized based on business relevance, not 
just technical severity. 
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Limitations and Assumptions 

This assessment is based on information available at the time of review and is intended to provide 
a representative view rather than an exhaustive audit. 

Limitations may include: 

• Partial visibility into all systems or configurations  

• Reliance on sampled data rather than full environment scans  

• Dependence on information provided during interviews  

As a result, findings and recommendations should be considered directionally accurate and 
actionable, but may benefit from deeper technical validation where required. 

 

Outcome 

The result of this methodology is a clear, structured understanding of the organization’s 
technology environment, including: 

• Current strengths and weaknesses  

• Key risks and exposure areas  

• Opportunities for improvement and cost optimization  

• A prioritized roadmap for enhancing security, efficiency, and scalability  

This approach ensures that the assessment delivers practical value, enabling leadership to make 
informed decisions and take confident next steps. 
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IT Governance & Strategic Alignment 
Executive Summary 

The organization currently operates without a formal IT governance structure or clearly defined 
strategic direction. While technology decisions are being made to support immediate operational 
needs, the absence of structured oversight, long-term planning, and performance measurement 
results in a reactive environment that limits efficiency, increases risk, and reduces alignment with 
business objectives. 

Establishing a formal governance model and strategic framework will significantly improve 
decision-making, cost control, accountability, and the organization’s ability to scale effectively. 

 

Current State Overview 

The assessment found that IT governance within the organization is informal and decentralized. 
Technology-related decisions are primarily driven by immediate operational demands or external 
vendor recommendations rather than a cohesive strategy aligned with business priorities. 

Key characteristics of the current state include: 

• No documented IT roadmap or strategic plan 

• Limited or no formal involvement of leadership in IT decision-making 

• Absence of defined roles and responsibilities for technology ownership 

• Lack of standardized processes for evaluating, approving, and prioritizing IT initiatives 

• Minimal reporting on IT performance, risk, or value delivered to the organization 

This approach is common in growing organizations but becomes increasingly problematic as 
complexity, regulatory requirements, and operational dependency on technology increase. 
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Key Findings 

1. Absence of a Formal IT Strategy 

The organization does not maintain a documented short- or long-term IT strategy. 

Impact: 

• Technology investments are reactive rather than proactive 

• Inconsistent prioritization of projects and initiatives 

• Difficulty aligning IT capabilities with business growth plans 

 

2. Lack of Governance Structure 

There is no formal governance body (e.g., steering committee) responsible for overseeing 
technology decisions. 

Impact: 

• Limited accountability for IT-related outcomes 

• Increased risk of fragmented or conflicting decisions 

• Over-reliance on vendors or individual contributors for direction 

 

3. Undefined Roles and Ownership 

Ownership of systems, vendors, and key IT functions is not clearly defined. 

Impact: 

• Gaps in responsibility for critical systems and processes 

• Delayed decision-making and issue resolution 

• Increased risk of miscommunication and operational inefficiency 
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4. No Formal Budgeting or Lifecycle Planning 

IT spending is not tied to a structured budgeting or lifecycle management process. 

Impact: 

• Unexpected or unplanned expenditures 

• Aging infrastructure without replacement strategy 

• Difficulty forecasting future costs 

 

5. Limited Performance Measurement and Reporting 

There is no consistent reporting on IT performance, service delivery, or risk. 

Impact: 

• Leadership lacks visibility into IT effectiveness 

• Inability to measure improvements or justify investments 

• Reduced confidence in technology decision-making 

 

Business Impact 

The absence of structured IT governance introduces several business-level challenges: 

• Reduced Operational Efficiency: Time and resources are spent addressing issues 
reactively rather than improving systems proactively 

• Increased Risk Exposure: Lack of oversight leads to gaps in security, compliance, and 
data protection 

• Higher Costs Over Time: Inefficient purchasing, redundant tools, and lack of planning 
increase total cost of ownership 

• Limited Scalability: Technology environment may not support growth without significant 
disruption or reinvestment 

• Dependence on External Parties: Vendors and MSPs may unintentionally drive strategy in 
the absence of internal leadership 
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Maturity Assessment 

Governance Domain Current State Target State 

Strategic Planning Ad hoc Defined, documented, and reviewed regularly 

Decision-Making Reactive Structured and prioritized 

Ownership Undefined Clearly assigned and accountable 

Budgeting Informal Planned and forecasted 

Reporting Minimal Regular, KPI-driven 

Overall Governance Maturity: Low (1.8 / 5) 

 

Recommendations 

1. Establish an IT Governance Framework 

Create a structured governance model that defines how technology decisions are made and 
managed. 

Key Actions: 

• Form an IT steering committee or leadership group 

• Define decision-making processes and approval workflows 

• Establish clear roles and responsibilities 

 

2. Develop a 12-Month IT Roadmap 

Create a forward-looking plan aligned with business objectives. 

Key Actions: 

• Identify major initiatives (security, infrastructure, operations) 

• Prioritize based on business impact and risk 

• Review and update quarterly 
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3. Define System and Vendor Ownership 

Assign accountability for all major systems, vendors, and processes. 

Key Actions: 

• Create a system ownership matrix 

• Assign internal stakeholders for each critical system 

• Define escalation paths 

 

4. Implement Structured IT Budgeting and Lifecycle Planning 

Align spending with strategic goals and infrastructure needs. 

Key Actions: 

• Develop annual IT budget 

• Create lifecycle replacement schedule for hardware and software 

• Track and forecast recurring costs 

 

5. Introduce Performance Reporting and KPIs 

Provide leadership with visibility into IT performance and value. 

Key Actions: 

• Define key metrics (e.g., uptime, ticket resolution time, security posture) 

• Deliver monthly or quarterly reports 

• Use data to drive decisions and improvements 
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Recommended Next Steps 

To effectively implement these recommendations, the organization should prioritize establishing 
leadership and accountability within the IT function. This may include: 

• Assigning internal ownership for governance activities 

• Engaging external strategic IT leadership to guide implementation 

• Aligning governance improvements with broader operational and growth initiatives 

 

Summary 

The organization’s current governance model reflects a reactive and informal approach that is no 
longer sufficient given its reliance on technology. By introducing structure, accountability, and 
strategic planning, the organization can significantly improve efficiency, reduce risk, and ensure 
that technology becomes a proactive driver of business success rather than a reactive support 
function. 
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Infrastructure & Systems Architecture 
Executive Summary 

The organization’s infrastructure is functionally adequate but operationally fragile, with limited 
redundancy, aging assets, and no formal lifecycle or capacity planning. While current systems 
support day-to-day operations, the environment lacks the resilience and scalability required to 
support growth or withstand disruption. 

Without targeted improvements, the organization faces increasing risk of unplanned downtime, 
performance degradation, and reactive capital spending. 

 

Current State Overview 

The infrastructure environment is a hybrid model, combining on-premises systems with cloud-
based services: 

• On-Premises Infrastructure: 
Two physical servers supporting file services and legacy applications 

• Cloud Services: 
Microsoft 365 for email, collaboration, and document management 

• Storage: 
Local storage nearing capacity (~80% utilization) 

• Compute & Virtualization: 
Limited virtualization; workloads are not fully optimized 

• Resiliency: 
No high availability (HA) or failover mechanisms 

The environment has evolved incrementally over time, with decisions driven by immediate needs 
rather than a long-term architectural plan. 
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Detailed Findings 

1. Aging Server Infrastructure 

The organization relies on two on-premises servers that are approaching end-of-life. 

Impact: 

• Increased likelihood of hardware failure 

• Limited vendor support and patch availability 

• Higher recovery time in the event of failure 

Risk Level: High 

Recommendation: 

• Develop a server refresh strategy within 6–12 months 

• Evaluate cloud migration or virtualization options to reduce hardware dependency 

 

2. Lack of Redundancy and High Availability 

Critical systems operate without redundancy. 

Impact: 

• Single points of failure for key services 

• Increased downtime risk during hardware or network failures 

• No failover capability 

Risk Level: High 

Recommendation: 

• Introduce redundancy for critical systems (cloud-based or on-prem HA) 

• Evaluate failover strategies for core services 
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3. Storage Capacity Constraints 

Storage utilization is approaching critical thresholds. 

Impact: 

• Performance degradation 

• Risk of service disruption due to capacity exhaustion 

• Limited ability to support data growth 

Risk Level: Medium to High 

Recommendation: 

• Conduct storage capacity planning 

• Implement monitoring and alerting for utilization thresholds 

• Expand or migrate storage as needed 

 

4. Limited Virtualization and Resource Optimization 

The current environment does not fully leverage virtualization or cloud scalability. 

Impact: 

• Inefficient resource utilization 

• Increased hardware dependency 

• Reduced flexibility in scaling workloads 

Risk Level: Medium 

Recommendation: 

• Expand virtualization where appropriate 

• Evaluate cloud-first or hybrid optimization strategies 
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5. Absence of Lifecycle Management 

There is no formal lifecycle planning for infrastructure components. 

Impact: 

• Unexpected capital expenditures 

• Aging systems operating beyond recommended lifespan 

• Reactive replacement instead of planned investment 

Risk Level: High 

Recommendation: 

• Establish lifecycle policies for hardware and software 

• Maintain a rolling 3–5 year replacement plan 

 

Business Impact 

The current infrastructure model introduces several risks and inefficiencies: 

• Operational Risk: Increased likelihood of downtime due to lack of redundancy and aging 
systems 

• Financial Risk: Reactive spending driven by unexpected failures rather than planned 
investment 

• Performance Risk: Degraded system performance as capacity limits are approached 

• Scalability Constraints: Limited ability to support organizational growth without 
significant changes 

These issues may not be immediately visible during normal operations but can have significant 
impact during periods of stress or failure. 
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Maturity Assessment 

Infrastructure Domain Current State Target State 

Server Lifecycle Reactive Planned and predictable 

Redundancy None Built-in failover and resilience 

Storage Management Near capacity Monitored and scalable 

Virtualization Limited Optimized and scalable 

Architecture Planning Ad hoc Strategic and documented 

Overall Infrastructure Maturity: Moderate (3.1 / 5) 

 

Recommendations 

1. Develop an Infrastructure Roadmap 

Create a structured plan for infrastructure evolution aligned with business needs. 

Key Actions: 

• Identify systems approaching end-of-life 

• Prioritize upgrades based on risk and impact 

• Align infrastructure planning with organizational growth 

 

2. Introduce Redundancy for Critical Systems 

Reduce single points of failure. 

Key Actions: 

• Implement failover for key services 

• Evaluate cloud-based redundancy options 

• Ensure backups are integrated with recovery strategies 
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3. Implement Capacity Planning and Monitoring 

Prevent performance and availability issues. 

Key Actions: 

• Monitor storage, compute, and network utilization 

• Set thresholds and alerts 

• Plan expansion ahead of demand 

 

4. Expand Virtualization and Cloud Utilization 

Improve flexibility and scalability. 

Key Actions: 

• Assess workloads suitable for virtualization or cloud migration 

• Reduce dependency on physical hardware 

• Optimize resource allocation 

 

5. Establish Lifecycle Management Practices 

Move from reactive to proactive infrastructure management. 

Key Actions: 

• Define replacement timelines for all hardware 

• Maintain asset inventory with age tracking 

• Budget for predictable refresh cycles 

 

Recommended Next Steps 

• Conduct a detailed infrastructure inventory and lifecycle assessment 

• Prioritize high-risk systems for immediate planning 

• Align infrastructure improvements with the broader IT roadmap 

• Consider strategic oversight to guide architecture decisions and execution 
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Summary 

The organization’s infrastructure provides a stable but aging foundation that is increasingly 
misaligned with operational demands and future growth. By introducing redundancy, planning for 
lifecycle replacement, and optimizing resource utilization, the organization can significantly 
improve resilience, performance, and long-term cost efficiency. 

A transition from reactive maintenance to proactive infrastructure management will be critical 
to supporting a secure, scalable, and reliable technology environment. 

 

Here’s a consulting-grade Network & Connectivity section—structured, detailed, and aligned 
with how a real engagement would present it. 
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Network & Connectivity 
Executive Summary 

The organization’s network environment is functional but lacks intentional design, 
segmentation, and resilience, resulting in elevated security exposure and operational risk. While 
connectivity supports daily operations, the current architecture reflects organic growth rather 
than structured planning. 

Key concerns include a flat network design, absence of internet redundancy, inconsistent 
configuration standards, and limited visibility into network performance and security 
controls. Addressing these gaps will significantly improve both security posture and operational 
reliability. 

 

Current State Overview 

The network environment spans three locations and supports approximately 75 users and 90 
connected devices. Key characteristics include: 

• Architecture: Flat network with minimal segmentation  

• Connectivity: Single internet service provider (ISP) per location  

• Firewall: Managed externally by MSP with limited internal visibility  

• Switching: Mixed managed and unmanaged switches  

• Wireless: Shared SSID for internal and guest access  

• Remote Access: VPN enabled with inconsistent security enforcement  

The environment has evolved over time without a formal network design standard, resulting in 
inconsistencies across sites. 
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Detailed Findings 

1. Flat Network Architecture 

The network lacks segmentation between user devices, servers, and guest traffic. 

Impact: 

• Increased risk of lateral movement in the event of a security breach  

• Reduced ability to isolate or contain issues  

• Limited control over traffic prioritization and access  

Risk Level: High 

Recommendation: 

• Implement VLAN segmentation, including:  

o User network  

o Server network  

o Guest network  

o Management network  

• Apply access controls between segments  

 

2. Single Internet Connection per Site 

Each location relies on a single ISP with no failover capability. 

Impact: 

• Complete loss of connectivity during ISP outage  

• Disruption to all cloud-based services (email, EHR, communication tools)  

• Potential impact on patient care and operations  

Risk Level: High 

Recommendation: 

• Implement secondary internet connections with automatic failover  

• Evaluate diverse providers to reduce shared risk  
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3. Limited Firewall Visibility and Governance 

Firewall management is handled by an external provider with minimal internal oversight. 

Impact: 

• Lack of visibility into security posture  

• Potential for outdated or overly permissive rules  

• Increased exposure to external threats  

Risk Level: High 

Recommendation: 

• Establish internal ownership of firewall governance  

• Conduct quarterly rule reviews and audits  

• Document firewall configurations and policies  

 

4. Inconsistent Switching Infrastructure 

The environment includes a mix of managed and unmanaged switches. 

Impact: 

• Reduced ability to enforce network policies  

• Limited visibility into traffic and device behavior  

• Increased troubleshooting complexity  

Risk Level: Medium 

Recommendation: 

• Standardize on managed switches across all locations  

• Implement consistent configuration templates  

• Enable monitoring and logging  
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5. Wireless Network Security and Segmentation Gaps 

Wireless networks are not properly segmented between internal and guest access. 

Impact: 

• Unauthorized access risk  

• Potential exposure of internal systems  

• Degraded performance due to shared bandwidth  

Risk Level: High 

Recommendation: 

• Separate SSIDs for:  

o Internal (secured, authenticated)  

o Guest (isolated, internet-only access)  

• Implement strong authentication (WPA2/WPA3 Enterprise where feasible)  

 

6. Remote Access and VPN Controls 

VPN access is available but lacks consistent enforcement of modern security practices. 

Impact: 

• Increased risk of unauthorized access  

• Potential exposure through compromised credentials  

Risk Level: Medium to High 

Recommendation: 

• Enforce MFA for all remote access  

• Review and restrict VPN access based on role  

• Monitor and log remote access activity  
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Business Impact 

The current network design introduces several business-level risks: 

• Operational Disruption: Lack of redundancy increases likelihood of outages  

• Security Exposure: Flat networks and weak segmentation increase breach impact  

• Performance Limitations: Inconsistent design can lead to congestion and inefficiencies  

• Limited Scalability: Network may not support growth without redesign  

• Reduced Visibility: Lack of monitoring limits proactive issue detection  

These risks may not be immediately visible but can have significant consequences during failure 
or security events. 

 

Maturity Assessment 

Network Domain Current State Target State 

Network Design Flat / Ad hoc Segmented and structured 

Connectivity Single ISP Redundant and resilient 

Firewall Governance External / Limited visibility Managed with oversight 

Switching Inconsistent Standardized and managed 

Wireless Shared / Unsegmented Secure and isolated 

Remote Access Basic controls Fully secured and monitored 

Overall Network Maturity: Low to Moderate (2.5 / 5) 
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Recommendations 

1. Implement Network Segmentation 

Improve security and control across the environment. 

Key Actions: 

• Design VLAN structure  

• Apply access control policies  

• Separate sensitive systems from general user traffic  

 

2. Introduce Internet Redundancy 

Ensure continuity of operations. 

Key Actions: 

• Deploy secondary ISP connections  

• Configure automatic failover  

• Test failover regularly  

 

3. Establish Firewall Governance 

Improve visibility and control. 

Key Actions: 

• Define ownership and review processes  

• Document rules and policies  

• Conduct periodic audits  
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4. Standardize Network Infrastructure 

Increase consistency and manageability. 

Key Actions: 

• Replace unmanaged switches  

• Deploy standardized configurations  

• Enable monitoring capabilities  

 

5. Secure Wireless and Remote Access 

Reduce exposure to unauthorized access. 

Key Actions: 

• Separate internal and guest wireless networks  

• Enforce strong authentication  

• Apply MFA to all remote access  

 

Recommended Next Steps 

• Conduct a detailed network design review and segmentation plan  

• Implement high-priority changes (MFA, wireless separation, firewall review)  

• Plan phased infrastructure upgrades and redundancy implementation  

• Align network improvements with broader IT strategy and security initiatives  
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Summary 

The organization’s network environment is operational but lacks the structure, segmentation, 
and resilience required for a secure and scalable infrastructure. By addressing the identified 
gaps, the organization can significantly reduce risk, improve reliability, and establish a foundation 
for future growth. 

Transitioning from an organic, reactive network design to a structured, well-governed 
architecture will be critical to supporting both operational stability and long-term strategic 
objectives. 
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Cybersecurity & Risk Posture 
Executive Summary 

The organization’s cybersecurity posture is below industry best practice and presents elevated 
risk, particularly in the areas of identity security, endpoint protection, monitoring, and 
governance. While some foundational controls are in place, they are inconsistently applied and 
lack the depth required to effectively protect against modern threats. 

The most significant risks stem from partial enforcement of multi-factor authentication (MFA), 
absence of advanced endpoint detection capabilities, inconsistent patch management, and 
limited centralized visibility into security events. These gaps increase the likelihood of 
unauthorized access, data compromise, and delayed detection of incidents. 

Immediate improvements in identity security and monitoring will significantly reduce risk 
exposure. 

 

Current State Overview 

The cybersecurity environment includes a combination of basic controls and externally managed 
services, but lacks a cohesive, defense-in-depth strategy. 

Key characteristics include: 

• Identity Security: Partial MFA enforcement; inconsistent privilege management  

• Endpoint Protection: Traditional antivirus in place; no EDR/XDR capabilities  

• Patch Management: Inconsistent and delayed updates across systems  

• Monitoring & Detection: No centralized logging or SIEM solution  

• User Awareness: No formal or recurring security training program  

• Incident Response: No documented or tested response procedures  

The current approach is largely reactive, addressing threats as they arise rather than proactively 
identifying and mitigating risk. 
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Detailed Findings 

1. Incomplete Multi-Factor Authentication (MFA) Enforcement 

MFA is not consistently enforced across all users, systems, and access points. 

Impact: 

• Increased risk of account compromise through phishing or credential theft  

• Elevated exposure to unauthorized access to sensitive systems and data  

Risk Level: Critical 

Recommendation: 

• Enforce MFA for all users and all remote or privileged access  

• Prioritize administrative accounts and cloud services  

• Implement conditional access policies where applicable  

 

2. Weak Privileged Access Controls 

Administrative accounts and elevated privileges are not tightly controlled or consistently audited. 

Impact: 

• Increased potential for misuse or compromise of high-level access  

• Reduced ability to trace actions to specific individuals  

Risk Level: Critical 

Recommendation: 

• Eliminate shared administrative accounts  

• Implement least-privilege access model  

• Introduce periodic access reviews and auditing  
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3. Lack of Endpoint Detection and Response (EDR) 

The organization relies on traditional antivirus solutions without advanced threat detection 
capabilities. 

Impact: 

• Limited ability to detect and respond to modern threats such as ransomware or lateral 
movement  

• Delayed identification of compromised systems  

Risk Level: High 

Recommendation: 

• Deploy a managed EDR solution across all endpoints  

• Ensure centralized monitoring and alerting  

• Integrate with incident response processes  

 

4. Inconsistent Patch Management 

Systems and endpoints are not updated on a consistent or timely basis. 

Impact: 

• Exposure to known vulnerabilities  

• Increased risk of exploitation through unpatched systems  

Risk Level: High 

Recommendation: 

• Implement centralized patch management  

• Establish defined patching schedules and compliance tracking  

• Prioritize critical and high-severity updates  
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5. Absence of Centralized Monitoring and Logging 

There is no centralized system for collecting, analyzing, and responding to security events. 

Impact: 

• Limited visibility into potential threats or suspicious activity  

• Delayed detection and response to incidents  

Risk Level: High 

Recommendation: 

• Implement centralized logging or a SIEM solution  

• Define alert thresholds and escalation procedures  

• Regularly review logs and security events  

 

6. Limited Security Awareness Training 

Users do not receive structured or recurring training on cybersecurity risks. 

Impact: 

• Increased susceptibility to phishing and social engineering attacks  

• Higher likelihood of user-driven security incidents  

Risk Level: Medium to High 

Recommendation: 

• Implement ongoing security awareness training  

• Conduct phishing simulations  

• Reinforce best practices for password and data handling  
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7. Lack of Formal Incident Response Plan 

There is no documented or tested process for responding to security incidents. 

Impact: 

• Slower response times during incidents  

• Increased impact and recovery time  

• Uncertainty in roles and responsibilities  

Risk Level: High 

Recommendation: 

• Develop an incident response plan  

• Define roles, communication protocols, and escalation paths  

• Conduct periodic testing or tabletop exercises  

 

Business Impact 

The current cybersecurity posture introduces several significant business risks: 

• Data Breach Risk: Increased likelihood of unauthorized access to sensitive information  

• Operational Disruption: Potential downtime from ransomware or system compromise  

• Regulatory Exposure: Risk of non-compliance with healthcare and data protection 
requirements  

• Financial Impact: Costs associated with incident response, recovery, and potential fines  

• Reputational Damage: Loss of trust from patients, partners, and stakeholders  

Cybersecurity is no longer purely a technical concern—it is a core business risk that directly 
affects continuity and reputation. 
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Maturity Assessment 

Security Domain Current State Target State 

Identity & Access Management Partial controls Fully enforced and audited 

Endpoint Security Basic antivirus Advanced detection and response 

Patch Management Inconsistent Centralized and enforced 

Monitoring & Detection Minimal Centralized and proactive 

User Awareness Limited Continuous training 

Incident Response Undefined Documented and tested 

Overall Cybersecurity Maturity: Low (2.0 / 5) 

 

Recommendations 

1. Strengthen Identity Security 

Reduce the highest-risk attack vector. 

Key Actions: 

• Enforce MFA across all systems  

• Implement least-privilege access  

• Conduct regular access reviews  

 

2. Deploy Advanced Endpoint Protection 

Improve detection and response capabilities. 

Key Actions: 

• Implement EDR solution  

• Centralize endpoint monitoring  

• Define response procedures  
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3. Standardize Patch Management 

Reduce vulnerability exposure. 

Key Actions: 

• Centralize patching tools and processes  

• Track compliance and reporting  

• Prioritize critical vulnerabilities  

 

4. Implement Centralized Monitoring 

Increase visibility into threats. 

Key Actions: 

• Deploy logging or SIEM platform  

• Define alert thresholds  

• Monitor and respond to events  

 

5. Establish Security Awareness Program 

Reduce user-driven risk. 

Key Actions: 

• Provide regular training sessions  

• Conduct phishing simulations  

• Reinforce policies and best practices  
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6. Develop Incident Response Capability 

Prepare for inevitable security events. 

Key Actions: 

• Create incident response plan  

• Define roles and escalation  

• Conduct testing exercises  

 

Recommended Next Steps 

• Address critical identity and access gaps immediately  

• Implement endpoint detection and centralized monitoring  

• Align cybersecurity improvements with overall IT roadmap  

• Establish ongoing oversight and governance for security initiatives  

 

Summary 

The organization’s cybersecurity environment is functional but insufficient to meet modern 
threat demands. By implementing foundational controls and establishing a structured security 
program, the organization can significantly reduce risk and improve resilience. 

A shift from reactive security practices to proactive risk management will be essential to 
protecting the organization’s data, systems, and reputation. 
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Data Protection & Disaster Recovery 
Executive Summary 

The organization has implemented baseline data protection mechanisms; however, these controls 
lack validation, governance, and alignment with business recovery requirements, resulting in 
a high level of operational risk. While backups are in place, there is no consistent testing, 
defined recovery objectives, or formal disaster recovery (DR) plan. 

The most critical concern is the uncertainty of recovery success in the event of a system failure, 
ransomware attack, or data loss scenario. Without validated processes and clearly defined 
expectations, the organization cannot confidently ensure business continuity. 

Immediate focus should be placed on backup validation, recovery planning, and alignment 
with business-critical system requirements. 

 

Current State Overview 

The organization maintains basic backup capabilities but lacks a comprehensive data protection 
strategy. 

Key characteristics include: 

• Backups: Configured for key systems (daily schedule) 

• Storage: Local and/or cloud-based backup repositories 

• Testing: No formal or recurring restore validation 

• Recovery Planning: No documented recovery procedures 

• RTO/RPO: Not defined for critical systems 

• Disaster Recovery: No formal DR or business continuity plan 

While these controls provide a baseline level of protection, they do not meet best practices for 
ensuring reliable recovery. 
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Detailed Findings 

1. Lack of Backup Validation and Testing 

Backups are performed but not regularly tested to confirm recoverability. 

Impact: 

• High risk of failed recovery during an incident 

• False sense of security regarding data protection 

• Potential for extended downtime or data loss 

Risk Level: Critical 

Recommendation: 

• Implement regular (e.g., monthly) restore testing 

• Validate recovery of critical systems and data 

• Document and track test results 

 

2. Undefined Recovery Objectives (RTO/RPO) 

The organization has not established recovery time or recovery point objectives. 

Impact: 

• Unclear expectations during recovery scenarios 

• Misalignment between business needs and IT capabilities 

• Potential for unacceptable downtime or data loss 

Risk Level: High 

Recommendation: 

• Define RTO (Recovery Time Objective) for system restoration timelines 

• Define RPO (Recovery Point Objective) for acceptable data loss 

• Align objectives with business-critical functions 
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3. Absence of a Formal Disaster Recovery Plan 

There is no documented or structured disaster recovery plan. 

Impact: 

• Delayed and uncoordinated response during incidents 

• Increased downtime and recovery effort 

• Uncertainty in roles, responsibilities, and processes 

Risk Level: Critical 

Recommendation: 

• Develop a formal DR plan covering: 

o System recovery procedures 

o Roles and responsibilities 

o Communication protocols 

o Escalation paths 

• Review and update annually 

 

4. Limited Visibility into Backup Coverage 

It is unclear whether all critical systems and data are fully protected. 

Impact: 

• Potential gaps in data protection 

• Risk of losing unprotected systems or files 

• Incomplete recovery capability 

Risk Level: High 

Recommendation: 

• Conduct a full backup coverage assessment 

• Ensure all critical systems are included 

• Maintain a documented backup inventory 
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5. Backup Security and Ransomware Resilience Gaps 

Backup systems may not be adequately protected against modern threats. 

Impact: 

• Backups may be compromised during ransomware attacks 

• Inability to recover clean data 

• Increased recovery cost and downtime 

Risk Level: High 

Recommendation: 

• Implement immutable or protected backups 

• Restrict administrative access to backup systems 

• Separate backup environments from production networks 

 

6. No Formal Business Continuity Planning 

The organization does not maintain a broader business continuity plan (BCP). 

Impact: 

• Inability to maintain operations during extended outages 

• Lack of coordination across departments 

• Increased disruption to business services 

Risk Level: High 

Recommendation: 

• Develop a business continuity plan that includes: 

o Critical business functions 

o Alternative operating procedures 

o Dependency mapping 

• Align BCP with IT disaster recovery strategy 
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Business Impact 

The current data protection and recovery posture introduces significant risks: 

• Data Loss Risk: Potential loss of critical data due to unverified backups 

• Operational Downtime: Extended outages due to lack of recovery planning 

• Financial Impact: Increased recovery costs and potential revenue loss 

• Compliance Risk: Exposure to regulatory issues in the event of data loss 

• Reputational Damage: Loss of trust from clients, patients, or stakeholders 

In healthcare and service environments, these risks are particularly impactful due to reliance on 
data availability and integrity. 

 

Maturity Assessment 

Domain Current State Target State 

Backup Reliability Unverified Regularly tested and validated 

Recovery Objectives Undefined Clearly defined (RTO/RPO) 

Disaster Recovery Planning Absent Documented and tested 

Backup Coverage Unclear Fully documented and complete 

Backup Security Limited Protected and resilient 

Business Continuity Not established Integrated and aligned 

Overall Data Protection & DR Maturity: Low (2.2 / 5) 
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Recommendations 

1. Validate and Test Backups 

Ensure recoverability of critical systems. 

Key Actions: 

• Perform regular restore tests 

• Document and review results 

• Include multiple system types in testing 

 

2. Define Recovery Objectives 

Align IT capabilities with business expectations. 

Key Actions: 

• Identify critical systems 

• Define acceptable downtime and data loss 

• Document and communicate expectations 

 

3. Develop a Disaster Recovery Plan 

Create a structured approach to recovery. 

Key Actions: 

• Document recovery procedures 

• Assign roles and responsibilities 

• Define communication protocols 
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4. Improve Backup Security 

Protect recovery capabilities from threats. 

Key Actions: 

• Implement immutable backups 

• Limit access to backup systems 

• Separate backup infrastructure 

 

5. Establish Business Continuity Planning 

Ensure operations can continue during disruption. 

Key Actions: 

• Identify critical business processes 

• Define contingency workflows 

• Align with IT recovery plans 

 

Recommended Next Steps 

• Conduct immediate backup validation for critical systems 

• Define and document recovery objectives 

• Develop and review disaster recovery plan 

• Begin building a broader business continuity strategy 

• Align data protection improvements with overall IT roadmap 
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Summary 

The organization’s data protection capabilities provide a basic level of coverage but lack the 
structure and validation required for reliable recovery. Without improvement, the organization 
remains exposed to significant operational and financial risk in the event of system failure or cyber 
incident. 

By implementing structured testing, defining recovery expectations, and establishing formal 
recovery planning, the organization can significantly improve resilience and ensure continuity of 
operations under adverse conditions. 
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IT Operations & Service Management 
Executive Summary 

The organization’s IT operations are functionally adequate but largely reactive, with limited 
structure, minimal performance measurement, and inconsistent processes. While an external 
managed service provider (MSP) supports day-to-day activities, the absence of clearly defined 
service standards, reporting, and governance limits visibility, accountability, and continuous 
improvement. 

Key gaps include lack of service level agreements (SLAs), limited operational metrics, 
inconsistent ticketing practices, and insufficient documentation, all of which contribute to 
inefficiencies and variability in service delivery. 

Establishing structured service management practices will significantly improve user experience, 
operational efficiency, and organizational confidence in IT services. 

 

Current State Overview 

IT operations are primarily delivered through an external MSP with limited internal oversight. 

Key characteristics include: 

• Support Model: Outsourced (MSP-led) 

• Ticketing System: Present but inconsistently utilized 

• Service Levels: Not formally defined or tracked 

• Escalation: Informal and dependent on individuals 

• Documentation: Limited knowledge base and SOPs 

• Reporting: Minimal or non-existent 

• Proactive Monitoring: Limited visibility into system performance 

The current model enables basic support but does not provide the structure needed for 
consistent, measurable service delivery. 

 

 

 



COMPREHENSIVE IT HEALTH ASSESSMENT REPORT 

Page 49 of 90 
 

Detailed Findings 

1. Lack of Defined Service Level Agreements (SLAs) 

There are no formal SLAs governing response times, resolution times, or service expectations. 

Impact: 

• Inconsistent service delivery 

• Limited accountability for support performance 

• Unclear expectations for users and leadership 

Risk Level: Medium 

Recommendation: 

• Define SLAs for: 

o Response time 

o Resolution time 

o Priority levels 

• Align SLAs with business needs 
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2. Limited Visibility into Support Performance 

There is no consistent reporting on helpdesk activity or service quality. 

Impact: 

• Leadership lacks insight into IT effectiveness 

• Inability to identify trends or recurring issues 

• Difficulty justifying improvements or investments 

Risk Level: Medium 

Recommendation: 

• Implement regular reporting (monthly/quarterly) 

• Track key metrics such as: 

o Ticket volume 

o Resolution time 

o First response time 

o Recurring issues 

 

3. Inconsistent Ticketing Practices 

The ticketing system is not consistently used or enforced. 

Impact: 

• Incomplete tracking of issues 

• Reduced visibility into workload and trends 

• Risk of unresolved or forgotten requests 

Risk Level: Medium 

Recommendation: 

• Enforce ticketing for all support requests 

• Standardize ticket categorization and prioritization 

• Ensure all work is documented 
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4. Informal Escalation and Support Structure 

Escalation paths are not clearly defined or documented. 

Impact: 

• Delays in resolving complex issues 

• Over-reliance on specific individuals 

• Increased downtime for critical problems 

Risk Level: Medium 

Recommendation: 

• Define escalation tiers (Tier 1, Tier 2, Tier 3) 

• Document escalation procedures 

• Align escalation paths with SLA priorities 

 

5. Limited Documentation and Knowledge Management 

There is no centralized or structured knowledge base. 

Impact: 

• Repeated troubleshooting of common issues 

• Dependency on individual knowledge 

• Slower onboarding and training 

Risk Level: Medium 

Recommendation: 

• Develop a knowledge base for: 

o Common issues and resolutions 

o Standard procedures 

o System documentation 

• Maintain and update regularly 
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6. Reactive Operational Model 

Operations are focused on issue resolution rather than prevention. 

Impact: 

• Increased volume of recurring issues 

• Reduced efficiency 

• Higher long-term operational cost 

Risk Level: Medium 

Recommendation: 

• Introduce proactive monitoring and maintenance 

• Analyze trends to prevent recurring issues 

• Shift toward continuous improvement model 

 

7. Limited Monitoring and Alerting 

Monitoring capabilities are minimal and largely managed externally. 

Impact: 

• Delayed detection of system issues 

• Increased reliance on user-reported problems 

• Potential for extended outages 

Risk Level: Medium 

Recommendation: 

• Implement centralized monitoring tools 

• Define alert thresholds and escalation processes 

• Ensure visibility into system health 
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Business Impact 

The current IT operations model affects the organization in several ways: 

• User Experience: Inconsistent support response times and resolution quality 

• Operational Efficiency: Time lost due to recurring issues and lack of proactive 
management 

• Visibility: Leadership lacks insight into IT performance and value 

• Scalability: Operational model may not support growth without restructuring 

• Risk Exposure: Delayed response to issues can increase business impact 

While operations are functioning, they are not optimized for efficiency, consistency, or scalability. 

 

Maturity Assessment 

Operational Domain Current State Target State 

Service Levels Undefined Clearly defined and enforced 

Ticketing Inconsistent Standardized and enforced 

Reporting Minimal KPI-driven and regular 

Escalation Informal Structured and documented 

Documentation Limited Comprehensive and maintained 

Monitoring Basic Proactive and centralized 

Operational Model Reactive Proactive and optimized 

Overall IT Operations Maturity: Moderate (2.6 / 5) 
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Recommendations 

1. Define and Implement SLAs 

Establish clear expectations for service delivery. 

Key Actions: 

• Define response and resolution targets 

• Categorize issues by priority 

• Communicate expectations to stakeholders 

 

2. Introduce Performance Reporting 

Provide visibility into IT operations. 

Key Actions: 

• Develop KPI dashboard 

• Deliver regular reports to leadership 

• Use data to drive improvements 

 

3. Standardize Ticketing Processes 

Improve tracking and accountability. 

Key Actions: 

• Require all requests to be ticketed 

• Standardize categories and priorities 

• Ensure complete documentation 
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4. Establish Escalation Framework 

Improve resolution of complex issues. 

Key Actions: 

• Define support tiers 

• Document escalation paths 

• Align escalation with SLA priorities 

 

5. Build Documentation and Knowledge Base 

Reduce dependency and improve efficiency. 

Key Actions: 

• Document common procedures 

• Create internal knowledge base 

• Maintain and update regularly 

 

6. Shift to Proactive Operations 

Reduce recurring issues and improve efficiency. 

Key Actions: 

• Implement monitoring and alerts 

• Analyze trends and root causes 

• Conduct regular system reviews 
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Recommended Next Steps 

• Define SLAs and reporting framework 

• Improve ticketing consistency and documentation 

• Implement monitoring and proactive maintenance 

• Align operational improvements with broader IT strategy 

• Establish oversight to ensure continuous improvement 

 

Summary 

The organization’s IT operations are capable but lack the structure and discipline required for 
consistent, high-quality service delivery. By introducing standardized processes, performance 
measurement, and proactive management, the organization can significantly improve efficiency, 
user satisfaction, and scalability. 

Transitioning from a reactive support model to a structured service management approach 
will be critical to maximizing the value of IT within the organization. 
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Vendor & Financial Management 
Executive Summary 

The organization’s vendor and financial management practices are informal and decentralized, 
resulting in limited visibility, inconsistent ownership, and avoidable cost inefficiencies. While core 
services are being delivered, the absence of structured oversight and financial governance 
reduces the organization’s ability to optimize spend, manage risk, and ensure vendor 
accountability. 

Key gaps include lack of a centralized vendor inventory, unclear ownership of contracts and 
systems, absence of renewal tracking, and limited alignment between IT spending and 
strategic priorities. Addressing these issues presents a clear opportunity to improve both 
financial efficiency and operational control. 

 

Current State Overview 

The organization utilizes a variety of third-party vendors to support core technology functions, 
including infrastructure, cloud services, software applications, and managed support. 

Key characteristics include: 

• Vendor Count: Approximately 15–20 active vendors 

• Ownership: Inconsistent or undefined across systems and contracts 

• Contract Management: Limited tracking of terms, renewals, and obligations 

• Licensing: No centralized view of licensing usage or compliance 

• Budgeting: Informal and reactive; not tied to a strategic plan 

• Cost Visibility: Limited insight into total cost of ownership (TCO) 

The current model supports operations but lacks the structure needed to ensure efficiency, 
accountability, and long-term financial planning. 

 

Detailed Findings 

1. Lack of Centralized Vendor Inventory 

There is no comprehensive list of vendors, services, and associated contracts. 

Impact: 
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• Limited visibility into vendor landscape 

• Increased risk of redundant services 

• Difficulty managing relationships and accountability 

Risk Level: High 

Recommendation: 

• Develop and maintain a centralized vendor inventory, including: 

o Vendor name 

o Service provided 

o Contract terms 

o Renewal dates 

o Assigned owner 

 

2. Undefined Vendor and System Ownership 

Ownership of vendors and related systems is not clearly assigned. 

Impact: 

• Lack of accountability for performance and decision-making 

• Delays in issue resolution or contract management 

• Increased reliance on external providers for direction 

Risk Level: High 

Recommendation: 

• Assign internal ownership for each vendor and system 

• Define responsibilities for: 

o Vendor relationship management 

o Performance oversight 

o Contract renewal decisions 
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3. No Formal Contract and Renewal Tracking 

Contracts and renewal dates are not systematically tracked. 

Impact: 

• Risk of unintended auto-renewals 

• Missed opportunities for renegotiation 

• Potential service disruption due to overlooked renewals 

Risk Level: High 

Recommendation: 

• Implement contract tracking system or register 

• Establish renewal review process (e.g., 60–90 days prior) 

• Maintain documentation of key terms and obligations 

 

4. Redundant Tools and Services 

Multiple tools with overlapping functionality were identified. 

Impact: 

• Unnecessary licensing costs 

• Increased complexity for users and support teams 

• Reduced efficiency and standardization 

Risk Level: Medium 

Recommendation: 

• Conduct tool rationalization exercise 

• Consolidate overlapping platforms (e.g., file sharing, communication tools) 

• Standardize on preferred solutions 

 

5. Limited IT Budgeting and Financial Planning 

IT spending is reactive and not aligned with a structured budget or roadmap. 



COMPREHENSIVE IT HEALTH ASSESSMENT REPORT 

Page 60 of 90 
 

Impact: 

• Unpredictable costs 

• Difficulty forecasting future expenses 

• Misalignment between spending and business priorities 

Risk Level: High 

Recommendation: 

• Develop annual IT budget aligned with strategic objectives 

• Track recurring and one-time expenses 

• Integrate budgeting with lifecycle and roadmap planning 

 

6. Lack of Cost Visibility and Reporting 

There is no consolidated view of IT-related expenses. 

Impact: 

• Limited ability to evaluate return on investment (ROI) 

• Difficulty identifying cost-saving opportunities 

• Reduced financial accountability 

Risk Level: Medium 

Recommendation: 

• Aggregate IT costs across all vendors and services 

• Categorize spending (e.g., infrastructure, SaaS, support) 

• Provide regular financial reporting to leadership 

 

Business Impact 

The current vendor and financial management approach introduces several business challenges: 

• Increased Costs: Redundant tools and unmanaged contracts lead to avoidable expenses 

• Reduced Negotiation Power: Lack of visibility limits ability to optimize vendor agreements 
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• Operational Inefficiency: Multiple tools and unclear ownership create complexity 

• Risk Exposure: Missed renewals or poor vendor performance can disrupt operations 

• Limited Strategic Alignment: Spending decisions are not tied to long-term business goals 

Improving this area can yield both immediate cost savings and long-term operational benefits. 

 

Maturity Assessment 

Domain Current State Target State 

Vendor Inventory Absent Centralized and maintained 

Ownership Undefined Clearly assigned 

Contract Management Informal Structured and tracked 

Tool Standardization Inconsistent Rationalized and standardized 

Budgeting Reactive Planned and aligned 

Cost Visibility Limited Transparent and reported 

Overall Vendor & Financial Maturity: Low to Moderate (2.1 / 5) 

 

Recommendations 

1. Establish Vendor Governance Framework 

Create structure and accountability for vendor management. 

Key Actions: 

• Develop vendor inventory 

• Assign ownership for each vendor 

• Define review and oversight processes 

 

2. Implement Contract and Renewal Management 

Reduce risk and improve financial control. 
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Key Actions: 

• Track contract terms and renewal dates 

• Conduct renewal reviews in advance 

• Document key agreements 

 

3. Rationalize Tools and Services 

Reduce redundancy and complexity. 

Key Actions: 

• Identify overlapping tools 

• Consolidate where appropriate 

• Standardize across the organization 

 

4. Introduce IT Budgeting and Financial Planning 

Align spending with strategic priorities. 

Key Actions: 

• Develop annual IT budget 

• Forecast recurring and capital expenses 

• Integrate with IT roadmap 

 

5. Improve Cost Visibility and Reporting 

Enable better decision-making. 

Key Actions: 

• Consolidate IT spending data 

• Categorize and analyze costs 

• Report regularly to leadership 

 



COMPREHENSIVE IT HEALTH ASSESSMENT REPORT 

Page 63 of 90 
 

Recommended Next Steps 

• Build a complete vendor inventory and ownership matrix 

• Review current contracts and identify consolidation opportunities 

• Establish budgeting framework aligned with IT roadmap 

• Introduce reporting to improve financial visibility 

• Align vendor management practices with governance improvements 

 

Summary 

The organization’s vendor and financial management practices are sufficient for basic 
operations but lack the structure required for efficiency, control, and strategic alignment. By 
introducing governance, improving visibility, and optimizing vendor relationships, the organization 
can achieve meaningful cost savings while reducing operational complexity and risk. 

A shift toward proactive financial and vendor management will enable better decision-making, 
stronger partnerships, and more effective use of technology investments. 
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Risk Register 
Executive Summary 

The following risk register summarizes the most significant technology-related risks identified 
during the assessment. These risks were evaluated based on likelihood, business impact, 
operational exposure, and urgency of remediation. The purpose of this register is to provide 
leadership with a structured view of where the organization is most exposed and where corrective 
action should be prioritized. 

The highest-priority risks are concentrated in the areas of identity security, backup validation, 
network design, infrastructure resiliency, and governance. While not every risk requires 
immediate remediation, several items warrant near-term action due to their potential to materially 
affect business continuity, security, financial efficiency, and organizational reputation. 

This register should be treated as a living management tool, not a one-time appendix. As 
remediation efforts progress, risks should be re-evaluated, statuses updated, and ownership 
assigned to ensure accountability. 

 

Risk Rating Methodology 

Each risk was evaluated using the following criteria: 

• Likelihood — the probability that the issue will result in an actual event or disruption 

• Impact — the severity of business, financial, operational, or security consequences if the 
event occurs 

• Priority — the recommended urgency of action based on overall exposure 

Priority Definitions 

• Critical — Requires immediate action; high likelihood and/or severe business impact 

• High — Significant risk that should be addressed in the near term 

• Medium — Moderate risk requiring planned remediation 

• Low — Lower exposure or improvement opportunity; monitor and address as appropriate 
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Expanded Risk Register 

Reference RiskRegister.xlsx 

 

Top Priority Risks 

The following items represent the most immediate areas of concern based on combined 
likelihood and impact: 

Critical Priorities 

• Incomplete MFA enforcement 

• Shared or weak privileged access controls 

• Unvalidated backup and recovery processes 

High Priorities 

• Flat network architecture 

• Single internet connection per location 

• Aging infrastructure without lifecycle planning 

• Lack of endpoint detection and centralized monitoring 

• No formal IT roadmap or governance framework 

These risks should be treated as leadership-level issues, not solely technical items, due to their 
potential impact on continuity, compliance, cost, and organizational reputation. 

 

Risk Themes and Patterns 

In addition to individual findings, the risk register reveals several broader themes: 

1. Reactive Operating Model 

A number of risks stem from the absence of structured planning, governance, and proactive 
review processes. 

2. Limited Visibility and Ownership 
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Several issues are compounded by unclear ownership of systems, vendors, contracts, and 
operational outcomes. 

3. Control Gaps in Foundational Areas 

The highest-risk items are not niche or advanced concerns; they involve foundational controls 
such as MFA, backups, segmentation, patching, and documentation. 

4. Growth Without Standardization 

The environment appears to have expanded over time without corresponding maturity in design, 
process, or oversight. 

These patterns suggest that remediation should not focus only on isolated fixes, but on raising 
overall operational maturity. 

 

Recommended Use of the Risk Register 

This register should be actively used to support: 

• Executive reporting and prioritization 

• 30/60/90-day planning 

• Ownership assignment and accountability tracking 

• Budgeting and resource allocation 

• Ongoing governance reviews 

Best practice would be to review and update the register on a monthly basis during remediation 
and then transition to a quarterly review cycle once the environment is stabilized. 

 

Summary 

The expanded risk register confirms that the organization’s most significant exposures are 
concentrated in a small number of foundational areas: identity security, recoverability, network 
design, governance, and operational visibility. Addressing these areas first will materially 
reduce overall risk and provide the strongest return on improvement efforts. 

This section should serve as the bridge between assessment findings and execution—turning 
observations into a manageable, prioritized action framework. 
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Implementation Roadmap 
Executive Summary 

This roadmap outlines a phased, prioritized approach to improving the organization’s technology 
environment over a 90-day horizon, with a forward view into 6–12 months. The plan is designed to 
reduce immediate risk, establish operational control, and introduce strategic alignment 
without overwhelming the organization. 

The roadmap is intentionally sequenced to: 

1. Stabilize and secure the environment (0–30 days)  

2. Introduce structure and visibility (31–60 days)  

3. Establish governance and long-term direction (61–90 days)  

Execution should be aligned with available resources and coordinated with existing vendors and 
internal stakeholders to ensure sustainable progress. 

 

Roadmap Principles 

The roadmap is built on the following principles: 

• Risk-First Prioritization: Address highest-risk items early  

• Business Alignment: Focus on initiatives with clear operational impact  

• Incremental Improvement: Deliver measurable progress in phases  

• Sustainability: Implement changes that can be maintained long-term  

• Visibility & Accountability: Assign ownership and track progress  
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Phase 1: Stabilization & Risk Reduction (0–30 Days) 

Objective 

Address critical security and data protection risks while establishing baseline visibility into the environment. 

Key Focus Areas 

• Identity security  

• Backup validation  

• Administrative control  

• Environment visibility  

Initiatives 

Initiative Description Outcome Owner 

Enforce MFA 
Implement MFA across all users, prioritizing 
administrative and remote access accounts 

Reduced risk of account 
compromise 

IT Leadership / 
MSP 

Validate Backups 
Perform restore testing for critical systems and 
document results Confirmed recoverability MSP 

Review Privileged Access 
Audit and reduce administrative access; remove shared 
accounts 

Improved accountability and 
security 

IT Leadership 

Create System & Vendor 
Inventory 

Document all systems, vendors, and ownership Improved visibility and control IT Leadership 

Patch Critical Systems 
Address high-priority vulnerabilities and overdue 
updates 

Reduced exposure to known 
threats 

MSP 

 

Success Indicators 

• MFA coverage reaches 100%  

• Backup restore testing completed and documented  

• Inventory of systems and vendors established  
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• Critical vulnerabilities remediated  

 

 

Phase 2: Operational Maturity & Control (31–60 Days) 

Objective 

Introduce structure, improve consistency, and enhance visibility into IT operations. 

Key Focus Areas 

• Monitoring and detection  

• Service management  

• Vendor governance  

• Documentation  

Initiatives 

Initiative Description Outcome Owner 

Deploy Endpoint Detection 
(EDR) 

Implement advanced endpoint monitoring and threat 
detection Improved security visibility MSP / IT Leadership 

Define SLAs & Service Model 
Establish response/resolution expectations and 
escalation paths 

Improved service consistency IT Leadership / MSP 

Standardize Ticketing 
Enforce use of ticketing system and consistent 
categorization 

Better tracking and reporting MSP 

Consolidate Tools Identify and reduce redundant platforms Cost savings and simplification 
IT Leadership / 
Finance 

Develop Core Documentation 
Create network diagrams, system inventories, and 
SOPs 

Reduced dependency and improved 
efficiency 

IT Leadership 

Success Indicators 

• EDR deployed across all endpoints  
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• SLA framework documented and communicated  

• Ticketing compliance improves to near 100%  

• Initial cost savings identified through tool consolidation  

• Core documentation baseline established  

Phase 3: Strategic Alignment & Optimization (61–90 Days) 

Objective 

Establish long-term direction, governance, and alignment between IT and business objectives. 

Key Focus Areas 

• Strategic planning  

• Governance and reporting  

• Lifecycle management  

• Business alignment  

Initiatives 

Initiative Description Outcome Owner 

Develop IT Roadmap 
Create a 12-month strategic plan 
aligned with business priorities Improved alignment and planning IT Leadership 

Establish Governance 
Structure 

Define decision-making processes, 
roles, and oversight 

Increased accountability Leadership 

Implement Reporting & KPIs 
Deliver regular reporting on 
performance, risk, and cost 

Improved visibility for leadership IT Leadership 

Create Lifecycle Plan 
Define replacement schedule for 
hardware/software 

Predictable budgeting 
IT Leadership / 
Finance 

Introduce Vendor 
Governance 

Formalize vendor ownership, reviews, 
and renewal processes 

Improved cost control and 
performance 

IT Leadership 

Success Indicators 
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• IT roadmap completed and approved  

• Governance model defined and operational  

• KPI reporting delivered regularly  

• Lifecycle planning documented  

• Vendor management framework in place  
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Extended Roadmap (90+ Days) 

Following the initial 90-day period, the organization should continue with: 

• Network segmentation and redesign  

• Infrastructure modernization (cloud/virtualization)  

• Disaster recovery and business continuity planning  

• Advanced monitoring and automation  

• Ongoing security program development  

• Continuous process improvement  

 

Dependency Considerations 

Successful execution of the roadmap depends on: 

• Availability of internal leadership or oversight  

• Coordination with MSP and vendors  

• Budget alignment for infrastructure and tooling improvements  

• Organizational willingness to adopt new processes and standards  

 

Risk of Inaction 

Failure to execute this roadmap may result in: 

• Continued exposure to preventable security incidents  

• Increased likelihood of downtime and data loss  

• Higher long-term costs due to reactive spending  

• Reduced ability to scale technology with business growth  

• Ongoing inefficiencies in operations and service delivery  
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Recommended Execution Approach 

To maximize success, the organization should: 

• Assign clear ownership for each initiative  

• Track progress against defined milestones  

• Conduct regular (e.g., bi-weekly or monthly) status reviews  

• Align roadmap execution with broader business initiatives  

• Consider dedicated oversight to ensure consistency and accountability  

 

Summary 

This roadmap provides a practical, phased path forward to transform the organization’s 
technology environment from a reactive state to a structured, secure, and strategically 
aligned function. 

By focusing first on risk reduction, then operational maturity, and finally strategic 
alignment, the organization can achieve meaningful improvements within a relatively short 
timeframe while building a foundation for long-term success. 

The roadmap is not intended to be static; it should evolve as progress is made, risks are 
reduced, and new priorities emerge. 
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Financial Impact 
Executive Summary 

The findings in this assessment indicate that the organization’s current technology 
environment is creating both direct and indirect financial exposure. While several of the 
identified issues represent security and operational risks, they also carry measurable cost 
implications in the form of avoidable vendor spend, unplanned capital expenses, lost 
productivity, inefficient support delivery, and elevated risk of high-cost incidents. 

At present, the organization’s financial exposure is driven less by one catastrophic issue 
and more by the cumulative cost of an under-managed environment. This includes 
overlapping tools, reactive infrastructure replacement, inconsistent service management, 
and the potential financial consequences of downtime, data loss, or a cybersecurity event. 

Addressing the recommendations outlined in this report is expected to produce both: 

• Cost avoidance by reducing risk and preventing disruptive incidents  

• Cost optimization by improving visibility, standardization, and vendor management  

 

Financial Impact Categories 

The financial impact of the current environment can be grouped into five primary 
categories: 

1. Avoidable Technology Spend  

2. Operational Inefficiency and Productivity Loss  

3. Unplanned Capital and Support Costs  

4. Cybersecurity and Recovery Exposure  

5. Strategic Opportunity Cost  

Each category is outlined below. 
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1. Avoidable Technology Spend 

Current State 

The assessment identified a lack of centralized vendor oversight, overlapping tools, and 
limited visibility into licensing and renewals. These conditions often result in organizations 
continuing to pay for: 

• Redundant software platforms  

• Underutilized licenses  

• Legacy services that are no longer strategically necessary  

• Contracts that renew without review or negotiation  

Estimated Impact 

Based on the current environment and the number of vendors in use, the organization may 
reasonably be carrying $8,000 to $15,000 per year in avoidable or suboptimal spend. 

Examples of Financial Leakage 

• Duplicate collaboration or file-sharing tools  

• Licensing counts that exceed actual active usage  

• Renewal terms that were not competitively reviewed  

• MSP or vendor services that are misaligned with current business needs  

Opportunity 

By consolidating tools, reviewing contracts before renewal, and improving vendor 
ownership, the organization can likely reduce recurring spend while simplifying support 
and administration. 
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2. Operational Inefficiency and Productivity Loss 

Current State 

The current IT support model is reactive and lacks strong visibility, service measurement, 
and process discipline. In addition, inconsistent documentation, ticketing practices, and 
system standardization create friction across daily operations. 

Estimated Impact 

While harder to quantify precisely, the organization is likely experiencing meaningful 
productivity loss due to: 

• Delayed issue resolution  

• Repeated troubleshooting of recurring problems  

• User confusion caused by inconsistent tools and processes  

• Excessive dependence on individuals rather than documented procedures  

Even a modest loss of 15–30 minutes per employee per month due to preventable 
technology friction can represent a meaningful annual productivity impact across a 75-
user environment. 

Illustrative Example 

If 75 employees lose an average of just 20 minutes per month due to recurring or 
preventable IT inefficiencies, the result is: 

• 25 hours of lost productivity per month  

• 300 hours annually  

At a blended labor value of $30–$40 per hour, this represents an approximate annual 
productivity cost of: 

• $9,000 to $12,000 per year  

This estimate is intentionally conservative and does not account for lost focus, delayed 
decision-making, or operational disruption during more serious incidents. 

Opportunity 

Improvements in service management, documentation, ticketing discipline, and 
standardization can reduce friction and return valuable time to both users and leadership. 
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3. Unplanned Capital and Support Costs 

Current State 

The organization does not currently appear to maintain a formal lifecycle replacement plan 
for infrastructure or a structured process for forecasting future technology investments. As 
a result, hardware and infrastructure decisions are more likely to occur in response to 
failures or urgent needs rather than through planned refresh cycles. 

Estimated Impact 

Reactive replacement typically increases cost by: 

• Compressing decision timelines  

• Limiting opportunity for competitive pricing  

• Requiring urgent implementation support  

• Increasing the chance of business disruption during failures  

In practical terms, a reactive infrastructure model can result in: 

• Higher emergency replacement costs  

• Increased consulting or MSP charges during urgent work  

• Unbudgeted capital requests that create strain on cash flow or planning  

Illustrative Exposure 

For an organization of this size, even one unexpected server, storage, firewall, or switching 
failure could result in: 

• $5,000 to $20,000+ in unplanned cost, depending on the affected system and 
urgency  

This does not include the indirect cost of downtime, staff disruption, or recovery efforts. 

Opportunity 

A formal lifecycle management approach can smooth capital planning, improve 
purchasing leverage, and significantly reduce the financial volatility associated with aging 
infrastructure. 
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4. Cybersecurity and Recovery Exposure 

Current State 

The most significant financial risk identified in this assessment is associated with 
incomplete foundational security controls and unvalidated recovery processes. 
Specifically: 

• MFA is not consistently enforced  

• Endpoint detection and advanced monitoring are limited  

• Patch management is inconsistent  

• Backup testing is not routinely performed  

• Disaster recovery expectations are not formally defined  

Potential Financial Impact 

A security or recovery failure could expose the organization to costs associated with: 

• Incident response services  

• Recovery labor and system restoration  

• Business interruption  

• Regulatory or legal consequences  

• Reputation damage and loss of stakeholder confidence  

Even for a mid-sized organization, a moderate cybersecurity or data recovery event can 
quickly create a financial impact that exceeds the cost of the preventive improvements 
recommended in this report. 
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Illustrative Exposure Ranges 

While actual costs vary significantly, organizations of similar size often face the following 
potential exposure in a significant incident: 

Incident Type Potential Financial Impact 

Localized ransomware / endpoint incident $10,000 – $50,000 

Major outage with failed recovery $25,000 – $100,000+ 

Breach involving regulated or sensitive data $50,000 – $250,000+ 

Extended operational disruption across 
locations 

Significant indirect cost depending on 
service interruption 

These figures are illustrative and should be understood as directional rather than 
predictive. The broader point is that foundational control gaps create financial exposure 
far greater than the cost of remediation. 

Opportunity 

Investments in identity security, endpoint monitoring, backup validation, and disaster 
recovery planning represent high-value risk reduction measures with strong financial 
justification. 

 

5. Strategic Opportunity Cost 

Current State 

Because the organization’s technology function is currently operating in a reactive mode, 
leadership attention is more likely to be pulled toward issues, renewals, outages, and 
short-term decisions rather than strategic enablement. 
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Impact 

This creates a less visible but meaningful cost: the opportunity cost of technology not 
being actively leveraged to improve: 

• efficiency  

• scalability  

• reporting and visibility  

• standardization  

• long-term planning  

In other words, the financial cost is not only what the organization is overspending or 
risking today—it is also what it is not gaining from a better-managed environment. 

 

Opportunity 

A more mature IT operating model can help leadership: 

• make better use of existing tools  

• support growth more efficiently  

• reduce decision fatigue  

• improve budget predictability  

• create stronger long-term return on technology investments  

 

Estimated Financial Summary 

Based on the findings of this assessment, the organization’s current environment likely 
presents the following approximate financial impact profile: 

Category Estimated Annualized Impact / Exposure 

Avoidable vendor/tool spend $8,000 – $15,000 

Productivity loss from inefficiency $9,000 – $12,000 
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Category Estimated Annualized Impact / Exposure 

Reactive support / infrastructure 
volatility 

Variable; potentially $5,000 – $20,000+ per event 

Cybersecurity / recovery incident 
exposure 

Potentially $10,000 – $250,000+ depending on 
event severity 

Strategic opportunity cost 
Not easily quantified, but materially meaningful 
over time 

These figures should be viewed as directional estimates intended to support prioritization 
and business planning. 

Return on Improvement 

The recommendations in this assessment are not purely defensive. They also create 
meaningful opportunity for return through: 

• reduced recurring spend  

• improved support efficiency  

• better use of staff time  

• fewer emergency expenditures  

• reduced incident likelihood and severity  

• stronger alignment between technology investment and business need  

For many organizations, the combination of cost optimization + risk reduction + 
productivity improvement can justify these initiatives well before a major incident ever 
occurs. 

 

Recommended Financial Priorities 

The following initiatives are likely to produce the strongest financial value in the near term: 

High-Value Cost Optimization 

• Vendor inventory and renewal management  

• Tool consolidation and licensing cleanup  

• Improved budgeting and lifecycle planning  
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High-Value Risk Reduction 

• MFA enforcement  

• Backup validation and disaster recovery planning  

• Endpoint detection and patch management  

• Network segmentation and privileged access control  

 

High-Value Efficiency Gains 

• Improved ticketing and SLA reporting  

• Standardized documentation and SOPs  

• Better monitoring and visibility into recurring issues  

 

Summary 

The organization’s current technology environment carries measurable financial drag and 
disproportionate risk exposure relative to its size and operational needs. The most 
important takeaway is not simply that money can be saved, but that financial 
predictability, operational efficiency, and risk reduction can all be improved 
simultaneously through a more structured approach to technology management. 

By addressing the issues identified in this report, the organization can move from a model 
of reactive spending and hidden exposure to one of intentional investment, improved 
control, and stronger long-term value. 
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Appendix A: Asset Inventory (Sample) 
Purpose 

This appendix provides a representative inventory of the organization’s technology 
assets, including end-user devices, servers, network equipment, and core systems. The 
purpose of this inventory is to establish baseline visibility, support lifecycle planning, 
and identify standardization opportunities. 

Note: This inventory reflects sampled and reconstructed data for assessment purposes 
and should be validated and maintained as a living document. 

 

A.1 End-User Devices 

Asset Type Quantity Age Range Operating System Notes 
Laptops 62 2–6 years Windows 10/11 Mix of models; inconsistent specs 
Desktops 18 3–7 years Windows 10 Several approaching end-of-life 
Tablets 6 1–3 years iOS Used for mobile workflows 
Mobile 
Devices ~70 1–5 years iOS/Android BYOD environment; limited 

control 
 

Observations 

• Wide variation in device age and performance  

• No standardized refresh cycle  

• Limited centralized visibility into device inventory  
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A.2 Server & Compute Infrastructure 

System Name Type Role Location Age Notes 

SRV-01 Physical File & Print Services Main 
Office 5+ years Nearing end-of-life 

SRV-02 Physical Application Support Main 
Office 

4–5 
years 

Moderate 
utilization 

M365 Tenant Cloud Email, 
Collaboration Cloud N/A Widely used 

 

Observations 

• Limited redundancy across server infrastructure  

• Heavy reliance on aging on-prem systems  

• Opportunity to evaluate cloud or virtualization expansion  

 

A.3 Network Equipment 

Device Type Quantity Model Variability Notes 
Firewalls 3 Consistent vendor Managed by MSP 
Managed Switches 7 Mixed models Inconsistent configurations 

Unmanaged Switches 5 Various Limited control and 
visibility 

Wireless Access 
Points 9 Mixed Shared SSID usage 

 

Observations 

• Mixed infrastructure increases complexity  

• Lack of standardization limits control and scalability  

• Unmanaged switches present visibility and security challenges  
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A.4 Core Systems & Applications 

System Category Hosting Criticality Notes 
EHR Platform Clinical Cloud High Business-critical 
Microsoft 365 Productivity Cloud High Core collaboration platform 
QuickBooks Finance Local/Cloud Medium Financial system 
File Shares Storage On-Prem High Legacy structure 

 

Observations 

• Strong reliance on cloud-based productivity tools  

• Legacy file systems still in use  

• Opportunity for further standardization and consolidation  

 

Summary 

The current asset landscape reflects organic growth without centralized management, 
resulting in variability, aging systems, and limited visibility. Establishing a formal asset 
inventory and lifecycle management process will significantly improve planning, security, 
and cost control. 
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Appendix B: Vendor Inventory (Sample) 
Purpose 

This appendix provides a representative overview of third-party vendors, services, and 
ownership. It is intended to support vendor governance, cost optimization, and contract 
management. 

Note: This inventory is reconstructed for assessment purposes and should be validated 
and maintained centrally. 

 

B.1 Vendor Overview 

Vendor Service Category Owner Renewal Cycle Notes 
Microsoft M365 Productivity TBD Annual Core platform 
EHR Provider Clinical System Application Ops Annual Business-critical 
MSP Provider IT Support Managed Service Fin Monthly Primary support 
Backup Vendor Data Protection Infrastructure IT Annual Backup solution 
Security Vendor Antivirus Security IT Annual Basic protection 
ISP (3 locations) Internet Connectivity Fac Monthly No redundancy 
VoIP Provider Communications Telecom Admin Annual Core telephony 

 

 

B.2 Observations 

• Ownership of vendors is inconsistent or undefined in several cases  

• Renewal cycles are not centrally tracked  

• Overlap exists in certain categories (e.g., collaboration tools)  

• Limited structured review of vendor performance  

 

 

 

 

 

B.3 Risks Identified 
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• Missed or automatic renewals without evaluation  

• Redundant services increasing cost  

• Vendor performance not actively managed  

• Limited negotiation leverage due to lack of centralized oversight  

 

Summary 

The current vendor environment lacks centralized governance and visibility, creating 
inefficiencies and unnecessary risk. Establishing structured vendor management practices 
will improve cost control, performance, and accountability. 
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Appendix C: Security Control Mapping (CIS v8 Alignment) 
Purpose 

This appendix maps the organization’s current cybersecurity posture against the Center for 
Internet Security Critical Security Controls (Version 8). The goal is to provide a 
benchmark-based view of security maturity and highlight priority gaps. 

 

C.1 Control Mapping Summary 

CIS # Description Current State Maturity Notes 
1 Inventory of Assets Partial Low No centralized inventory 
2 Inventory of Software Limited Low No full visibility 
3 Data Protection Moderate Medium Backups exist but unverified 
4 Secure Configuration Inconsistent Low No standard baselines 
5 Account Management Weak Low MFA not fully enforced 

6 Access Control Weak Low Privileges not tightly 
controlled 

7 Vulnerability 
Management Inconsistent Medium Patch delays observed 

8 Audit Log Management Minimal Low No centralized logging 
9 Email/Web Security Moderate Medium Basic controls in place 

10 Malware Protection Basic Low No EDR solution 
11 Data Recovery Weak Low No testing or DR plan 
12 Network Monitoring Limited Low Minimal visibility 
13 Network Segmentation Absent Low Flat network design 
14 Security Awareness Limited Low No structured training 
15 Service Provider Mgmt Weak Low Vendor oversight limited 
16 Application Security Limited Low No formal process 
17 Incident Response Absent Low No formal plan 
18 Penetration Testing None Low No testing conducted 
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C.2 Maturity Summary 

Maturity Level Description 

Low Controls are missing or inconsistently applied 

Moderate Controls exist but lack full enforcement or maturity 

High Controls are consistently implemented and monitored 

Overall Security Maturity: Low (Approx. 2.0 / 5) 

 

C.3 Key Gaps Identified 

The most significant gaps align with foundational controls: 

• Identity and access management (MFA, privilege control)  

• Data recovery validation and planning  

• Network segmentation  

• Monitoring and logging capabilities  

• Incident response preparedness  

These represent high-priority areas for improvement due to their direct impact on risk 
exposure. 

 

Summary 

The organization’s cybersecurity posture aligns with early-stage maturity, with several 
foundational controls either missing or only partially implemented. By focusing on high-
impact CIS controls, the organization can significantly improve its security baseline, 
resilience, and compliance readiness. 
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Final Note on Appendices 

These appendices serve as: 

• Reference material for leadership and technical teams  

• Baseline documentation for ongoing improvement  

• Inputs into governance, planning, and roadmap execution  

Maintaining and updating these sections over time is critical to transitioning from a point-
in-time assessment to a continuously improving IT environment. 

 


